PRESS RELEASE

Secure online authentication that’s “Made in
Germany”: Swissbit introduces FIDO2 stick.
iShield FIDO2 USB-A / NFC security key protects access to
applications and online services

Westford, MA USA. 17. March 2022 – Swissbit is adding a new product category
to its security solutions portfolio. With iShield FIDO2, the industrial storage and
security products specialist presents its first authenticator for the FIDO2 open
authentication standard. The login process using iShield FIDO2 offers maximum
security for accessing web services and online accounts through asymmetric
cryptography and through a hardware security key, as well as supporting USB
Type-A and NFC for use with mobile devices. The new stick is manufactured at
Swissbit’s Berlin facility. As such, it adheres to the expected high-quality
standards of workmanship and robustness. If required, the product can also be
customized at Swissbit Berlin. With iShield FIDO2, the company is primarily
targeting businesses and their IT infrastructures as well as online and web
service providers looking to deliver additional security features to their
customers. As a globally adopted standard, FIDO enables phishing-resistant
multi-factor authentication and thus supports zero-trust architectures, which
have been mandated by US authorities and others since the start of this year.
“Swissbit has always stood for reliable protection of data and devices,” says Silvio
Muschter, CEO of Swissbit AG. “From now on, this also applies to online accounts,
which can be secured with the strictest hardware-based authentication option thanks
to iShield FIDO2. In particular, web service providers, file sharing platforms or bespoke
solutions in the healthcare environment can offer their customers extra security,”
Muschter explains, adding: “Thanks to our proven manufacturing capabilities in Berlin,
we can also guarantee the highest security standards in production while offering an
additional unique selling point and respected quality feature with our ‘Made in
Germany' stamp.”
Security of the highest quality
The Swissbit iShield FIDO2 features a robust, industrial quality waterproof plastic
housing designed specifically for its extended operating temperature range of -25°C
to +70°C. The compact stick (measuring 51.5mm x 18.5mm x 6mm) with a USB-A
interface and touch sensor on the reverse also supports NFC for convenient ‘touchand-go’ authentication with compatible mobile devices. In addition to the current
FIDO2 standard that comprises the WebAuthn and CTAP2 protocols, the
authenticator is also certified for its predecessor, U2F.
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As a result, online accounts and web services can be effectively protected against
attacks such as phishing, social engineering attacks or account takeovers with iShield
FIDO2. The Swissbit security key supports all FIDO2/WebAuthn compatible and U2F
compatible websites and services such as Google, Microsoft, Salesforce or Amazon
Web Services, as well as passwordless logins to a Windows 10 desktop. Supported
platforms include Windows, macOS, iOS, Linux, Chrome OS and Android, as well as
the Firefox, Microsoft Edge, Google Chrome and Apple Safari browsers.
Users have a choice of security options for accessing websites, services and
accounts, from single-factor authentication without a password to two-factor (2FA) and
multi-factor authentication (MFA).
Wide range of customers and applications
iShield FIDO2 is based on open standards, is future-proof and can be flexibly
integrated into existing services and online systems. In this way, companies can
secure their IT landscape or individual applications with FIDO2 and specifically
counteract typical dangers such as the use of weak passwords.
Company employees can also take advantage of the secure authentication procedure
privately by using iShield FIDO2 as an all-in-one security key for their own mail and
social media accounts.
Availability
iShield FIDO2 is available through the online stores of Mouser Electronics, Farnell and
Digi-Key Electronics as well as through distribution partner CRYPTAS. Individual
enquiries can also be sent directly to sales@swissbit.com at any time.
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Made in Germany: The iShield FIDO2
security key from Swissbit.

iShield FiDO2 ensures the highest level
of security for accessing and logging in
to web services and online accounts.
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About Swissbit
Swissbit AG is the only independent European manufacturer of storage and
embedded IoT solutions for demanding applications. Swissbit combines its unique
competences in storage and embedded IoT technology with its advanced packaging
knowhow. This expertise allows Swissbit customers to reliably store and protect data
in critical industrial, NetCom, automotive, medical and finance applications as well as
across the Internet of Things (IoT).
Swissbit develops and manufactures industrial-grade storage and security products
that are “Made in Germany”, offering high reliability, long-term availability, and custom
optimization.
Swissbit’s storage range includes SSDs with PCIe and SATA interface such as
mSATA, Slim SATA, CFast™, M.2 and 2.5” as well as CompactFlash, USB flash
drives, SD Memory Cards, microSD Memory Cards and managed NAND BGAs like
e.MMC. Security products are available in various application specific editions as USB
flash drives, SD Memory Cards, and microSD Memory Cards.
Swissbit was founded in 2001 and has offices in Switzerland, Germany, USA, Japan
and Taiwan. Swissbit owns the registered trademarks Swissbit® and Hyperstone®.
Since 2020, the independent investment firm Ardian has held a majority stake in the
company to support its growth.
For further information, please visit www.swissbit.com
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