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1 Power Fail Protection
1.1 Introduction

In many applications, unintentional power loss is critical and can occur frequently. Thus, it is necessary to
implement mechanisms that prevent from non-working devices, such with firmware damage or undefined
data states.

This document describes the internal power-fail management mechanisms of F-240 (fast cards.

1.2 F-240 internal power fail management features

e Proven power-fail robustness, integrity of firmware and firmware management data
e Twin-Concept ensures data integrity and minimal loss of data
e Safe Flash Handling feature reprograms last written Flash-pages at next power on

1.2.1 Proven power fail robustness / Twin Concept

Upon a sudden power fail, the card internal controller is reset and all communication to the flash is
stopped (including write operations).

The controller keeps a log of recent flash transactions and will check the ECC of the last written sectors at
the next power on. If the last written data instances are corrupt, the controller will recover the previous
instances. If a write operation was active at the very same time as the power loss occurred, this data might
be lost. As the previous data instances are always kept until the new data is confirmed to be valid, a so-
called twin of the active block can recover the last valid state.

Summary:

= The controller keeps a log of the most recent flash transactions

= If the last data of this log is identified corrupt, the controller will recover the previous valid entry
= |If a write operation was active at power loss this data might be lost
=

Original data twin of the active block is kept, allowing to recover the last valid state of data

1.2.2 Safe Flash Handling Feature

Newer flash die shrinks (4tx nm technology or smaller structures) may program flash-pages weakly if the
power is disappearing during program. This may generate pages that are readable only once and returning
ECC errors on later read attempts.

In fact, it is problematic if such an unsafe programming has happened to e.g. a firmware-management
block. This might cause loss of important firmware management data and as a result the drive may not
work properly anymore.

= Safe Flash Handling refreshes firmware management data and user blocks at every power-on
sequence of the drive, ensuring sufficient charge of the flash cells.
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1.3 Power-off recommendations
1.3.1 Cache of the operating system

Operating systems may cache file system data before they are sent to the SSD. At a sudden power fail event
this data is lost.

= If sudden power fails are likely to occur in the application, the operating system write cache should be
disabled.

For detailed description see: Application Note Design In Guide
1.3.2 File system inconsistencies

0ld file systems may be getting inconstant due to sudden power fail, because in FAT1 and FAT2, directory
and files were written sequentially. After a sudden power fail it should be checked and repaired (e.g. with
chkdsk or scandisk).

= After a sudden power fail, the file system should be checked and repaired.

For detailed description see: Application Note Design In Guide

2 General Recommendations

Please study our “Application Note Design In Guide" in order to optimize your application for SSD usage.
This guide contains helpful regarding 0S settings, file systems, partitioning and cluster size.
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3 Document History

Table 1: Document Revision History

Date Revision [Details
n6-January-2015 1.0 First release
Disclaimer:

No part of this document may be copied or reproduced in any form or by any means, or transferred to any
third party, without the prior written consent of an authorized representative of Swissbit AG (“SWISSBIT").
The information in this document is subject to change without notice. SWISSBIT assumes no responsibility
for any errors or omissions that may appear in this document, and disclaims responsibility for any
consequences resulting from the use of the information set forth herein. SWISSBIT makes no commitments
to update or to keep current information contained in this document. The products listed in this document
are not suitable for use in applications such as, but not limited to, aircraft control systems, aerospace
equipment, submarine cables, nuclear reactor control systems and life support systems. Moreover, SWISSBIT
does not recommend or approve the use of any of its products in life support devices or systems or in any
application where failure could result in injury or death. If a customer wishes to use SWISSBIT products in
applications not intended by SWISSBIT, said customer must contact an authorized SWISSBIT representative to
determine SWISSBIT willingness to support a given application. The information set forth in this document
does not convey any license under the copyrights, patent rights, trademarks or other intellectual property
rights claimed and owned by SWISSBIT. The information set forth in this document is considered to be
"Proprietary” and "Confidential" property owned by SWISSBIT.

ALL PRODUCTS SOLD BY SWISSBIT ARE COVERED BY THE PROVISIONS APPEARING IN SWISSBIT'S TERMS AND
CONDITIONS OF SALE ONLY, INCLUDING THE LIMITATIONS OF LIABILITY, WARRANTY AND INFRINGEMENT PROVISIONS.
SWISSBIT MAKES NO WARRANTIES OF ANY KIND, EXPRESS, STATUTORY, IMPLIED OR OTHERWISE, REGARDING
INFORMATION SET FORTH HEREIN OR REGARDING THE FREEDOM OF THE DESCRIBED PRODUCTS FROM INTELLECTUAL
PROPERTY INFRINGEMENT, AND EXPRESSLY DISCLAIMS ANY SUCH WARRANTIES INCLUDING WITHOUT LIMITATION ANY
EXPRESS, STATUTORY OR IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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