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1 Overview

In industrial and embedded computing envi-
ronments, storage devices must do more than
simply store data—they must adapt to the spe-
cific requirements of the host system, often
under demanding conditions. Swissbit, a lead-
ing provider of industrial-grade storage solu-
tions, recognizes this need and offers a pow-
erful mechanism to meet it: Field Firmware
Updates (FFU) for its managed NAND like eMMC.

Unlike traditional firmware updates that fo-
cus solely on bug fixes or performance en-
hancements, Swissbit's FFU capabilities are
designed to support customization and fine-
tuning of SSD behavior to match the unique
demands of the host system. Whether it's opti-
mizing power management, adjusting thermal
thresholds, enabling specific security features,
or aligning with proprietary protocols, FFU en-
ables tailored configurations without removing
the storage or system from the field.

This whitepaper explores how Swissbit's
FFU process empowers system integrators and
0EMs to implement targeted adjustments post-
deployment—securely, efficiently, and with
minimal disruption. It outlines the technical
framework, security safeguards, and practi-
cal use cases that make FFU a vital tool for
long-term system optimization and lifecycle
management.

By enabling in-field customization, Swissbit
ensures that its eMMC( remain not only up-to-
date but also perfectly aligned with the evolv-
ing needs of the systems they serve.
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2 General Guidelines

While Field Firmware Updates (FFUs) offer pow-
erful capabilities for customizing and optimiz-
ing Swissbit SSDs in the field, they must be per-
formed with care—following best practices and
understanding the associated risks is essential
to ensure data integrity, device reliability, and
system stability.

1. Always Back Up Data First
Before initiating any firmware update, en-
sure that all critical data on the eMMC is
backed up. While FFUs are designed to
be safe, unexpected issues (e.g., power
loss or host instability) can lead to data
corruption or loss.

2. Verify Firmware Compatibility
Confirm that the firmware version is com-
patible with the specific eMMC model and
the host system. Using incorrect firmware
can render the device non-functional or
cause unpredictable behavior.

3. Use Official Tools and Firmware
Only use Swissbit-provided or approved
update tools and firmware binaries. Third-
party or modified firmware can compro-
mise device integrity and void warranties.

4. Ensure Stable Power Supply
Perform updates in a controlled environ-
ment with a stable power source. Power
interruptions during the update process
can corrupt the firmware and potentially
harm the eMMC.

5. Avoid Updates During Critical Operations
Do not perform FFUs while the eMMC(is ac-
tively handling critical workloads. Sched-
ule updates during maintenance windows
or system downtime to avoid disruptions.

6. Document the Update Process
Keep records of firmware versions, update
dates, and any changes made. This helps
with traceability and troubleshooting in
case of future issues.

7. Test in a Controlled Environment First
If deploying firmware to multiple systems,
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test the update on a single device in a lab
environment before rolling it out fleet-
wide.

3 mmc-utils

In embedded and industrial systems, eMM(
(embedded MultiMediaCard) storage is widely
used due to its compact form factor and relia-
bility. To maintain performance, security, and
compatibility, firmware updates may be re-
quired during the product lifecycle. For Linux-
based systems, the open-source utility mmc-
utils provides a low-level interface to manage
eMMC devices, including firmware updates.

mmc-utils is a command-line tool that al-
lows direct communication with eMMC( devices
via the MMC subsystem in Linux. It supports a
range of operations such as reading extended
(SD registers, performing secure erase, and ex-
ecuting firmware updates.

Performing a firmware update with mmc-
utils involves the following steps:

1. Identify the eMMC Device
Use Isblk or dmesg to determine the device
node of the eMMC( (e.g., /devimmcblko).

2. Read Device Information (optional)
To verify the current firmware version and
capabilities:
"sudo mmc extcsd read /devimmcblko”

3. Download the Firmware to the Device
Use the fw-update subcommand to load
the firmware binary:

"sudo mmc fw-update /dev/immcblko firm-
ware.bin"

Replace firmware.bin with the actual firm-
ware file name.

4. Commit the Firmware
After downloading, the firmware must be
committed to activate it:
"sudo mmc fw-commit /dev/immcblko"

5. Reboot and Verify
Reboot the system if required, then re-run
the extcsd read command to confirm the
firmware version has been updated.
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Disclaimer:

The information in this document is subject to change without notice. Swissbit AG (“SWISSBIT") assumes no
responsibility for any errors or omissions that may appear in this document, and disclaims responsibility
for any consequences resulting from the use of the information set forth herein. SWISSBIT makes no
commitments to update or to keep current information contained in this document. The products listed
in this document are not suitable for use in applications such as, but not limited to, aircraft control
systems, aerospace equipment, submarine cables, nuclear reactor control systems and life support
systems. Moreover, SWISSBIT does not recommend or approve the use of any of its products in life support
devices or systems or in any application where failure could result in injury or death. If a customer
wishes to use SWISSBIT products in applications not intended by SWISSBIT, said customer must contact an
authorized SWISSBIT representative to determine SWISSBIT willingness to support a given application. The
information set forth in this document does not convey any license under the copyrights, patent rights,
trademarks or other intellectual property rights claimed and owned by SWISSBIT.

ALL PRODUCTS SOLD BY SWISSBIT ARE COVERED BY THE PROVISIONS APPEARING IN SWISSBIT'S TERMS
AND CONDITIONS OF SALE ONLY, INCLUDING THE LIMITATIONS OF LIABILITY, WARRANTY AND INFRINGEMENT
PROVISIONS. SWISSBIT MAKES NO WARRANTIES OF ANY KIND, EXPRESS, STATUTORY, IMPLIED OR OTHERWISE,
REGARDING INFORMATION SET FORTH HEREIN OR REGARDING THE FREEDOM OF THE DESCRIBED PRODUCTS FROM
INTELLECTUAL PROPERTY INFRINGEMENT, AND EXPRESSLY DISCLAIMS ANY SUCH WARRANTIES INCLUDING WITHOUT
LIMITATION ANY EXPRESS, STATUTORY OR IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.
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